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Secure Boot 2026 cer-ficate update 
Field notes 

 

 
 

Agenda: 

1. Ini&a&ng the update 

2. VMware complica&ons and recovery paths 

3. Manual enrollment 

4. Monitoring and repor&ng 

                                                           

 

                                                             For more details 
 

 



 

 

 

 
   LinkedIn | X 

 

This document summarizes how I approached upda2ng 

Secure Boot cer2ficates for the 2011 → 2023 transi2on 

(expiring star2ng June 2026) in an IT-managed 

environment, with a focus on Windows Server and a 

VMware VM scenario where the process can fail at the 

KEK step. It’s wriLen as field notes from troubleshoo2ng, 

not as an official vendor playbook. 

 

Many Windows client devices may update 

automa2cally depending on MicrosoQ rollout logic / 

“confidence buckets”. 

 

Windows Server requires manual ini2a2on (you 

typically need to trigger deployment using GPO, registry, 

or WinCS). 
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1 — Ini'a'ng the update on Windows Server 

Check prerequisites: 

• Secure Boot enabled 

• Make sure the server is reasonably up to date 

• Scheduled task exists 

o \MicrosoQ\Windows\PI\Secure-Boot-

Update 

You can use this script from MicrosoB: 

h"ps://support.microso/.com/en-us/topic/sample-secure-boot-inventory-data-

collec9on-script-d02971d2-d4b5-42c9-b58a-8527f0ffa30b 
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Event log quick baseline 

Check System log for Secure Boot variable events: 

• 1808 – Cer2ficates successfully applied 

• 1801 – Cer2ficates not applied to firmware 

• 1796 – Unexpected error during update step  

In my first pass I saw 1801, meaning the cer2ficates 

had not been applied to firmware. 
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Trigger deployment using GPO 

Ensure your central store has updated ADMX/ADML if 

needed (I was missing SecureBoot.admx ini2ally) 

 

Enable Secure Boot Cer2ficate Deployment 

• Run gpupdate /force (or wait for refresh) 
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Registry changes appeared: 

 

The task runs aQer reboot and periodically 

(commonly observed as ~12h cadence). 

• For tes2ng, you can manually trigger: 

• \MicrosoQ\Windows\PI\Secure-Boot-Update 

AQer triggering, the process requested a reboot. 
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ABer reboot I hit: 

• Event 1796 

• Step: KEK 2023 

• Error: Invalid access to memory loca2on 

 

If everything goes well, you end at Event 1808. In this 

VMware VM case, the KEK step blocked progress. 
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2 — VMware complica'ons and recovery paths 

Some Secure Boot update failures in VMware VMs 

require remedia2on at the VM firmware / UEFI 

Secure Boot variable layer, not just inside Windows. 

 

NVRAM reset aRempt and boot failure 

I found guidance and community discussion 

sugges2ng that for some older VMs, you can solve 

missing 2023 Secure Boot variables by upgrading VM 

compa2bility and regenera2ng the VM’s NVRAM 

(.nvram). 
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In my demo (ESXi 8.0.2, VM already at highest 

compa2ble hardware version), I removed the NVRAM 

anyway.  

 

That was a bad bet: the VM stopped boo2ng 

 

 

 

Safer rule: if you do anything NVRAM-related, prefer 

rename over delete and test on non-cri2cal systems 

first. 
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Recovering the VM boot (UEFI repair) 

To recover boot, I used: 

• UEFI → Boot from a file → (select volume) → EFI 

→ MicrosoQ → Boot → SecureBootRecovery.efi 

 

That repaired UEFI boot configura2on and let the VM 

boot again. AQer recovery, the state was effec2vely: 

• Secure Boot enabled 

• DB updates appeared fine 

• KEK step s2ll failing / missing 

 

At that point I accepted that the path forward would 

require manual enrollment of the relevant Secure 

Boot variable. 
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3 — Manual enrollment of Secure Boot variables 

in VMware UEFI 

This is the “manual 2me” path used when Windows 

cannot complete Secure Boot variable updates due to 

plamorm restric2ons. Broadcom documents a method 

that enables Secure Boot configura2on UI in VM UEFI; 

their examples focus on PK, but in my case I needed 

KEK. 

 

Prepare cer2ficates 

Download the required MicrosoQ cer2ficates (DER 

files). 
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ALach a small disk to the VM and copy the 

cer2ficates there (FAT32 is convenient). 

 

Enable UEFI Secure Boot configura2on UI 

To make the op2on available we need to follow 

following steps: 

• Power off the VM. 

• Set advanced parameter: 

• uefi.allowAuthBypass = "TRUE" 

• Boot into UEFI → Secure Boot Configura2on 

becomes available 
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In UEFI Secure Boot Configura2on: 

• Choose the variable to update: PK / KEK / DB / 

DBX 

• Enroll the correct cer2ficate file from the 

aLached disk 

• Save/commit changes 

 

Important: Don’t blindly follow PK-only instruc2ons if 

your failure is KEK. Enroll what your error indicates is 

missing/blocked (in my case: KEK). 
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Clean up and complete 

• Remove uefi.allowAuthBypass aQer the 

enrollment 

• Boot back into Windows 

• Re-run the Secure Boot update task 

(\MicrosoQ\Windows\PI\Secure-Boot-Update) 
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4 — Monitoring and repor'ng 

Because outcomes vary by 

hardware/firmware/virtualiza2on history, central 

monitoring is crucial. 

 

Monitoring approaches (choose your own) 

Examples that work in real environments: 

• Manual checks (small estates only) 

• PowerShell checks (local or remote) 

• Startup script / scheduled task 

• Inventory tooling (ConfigMgr/Intune equivalents, 

custom compliance, etc.) 

 

In my demo I used: 

• A PowerShell status collector (custom) 

• MicrosoQ’s sample script that writes to a file 

share (+ GPO) 
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What to monitor: Event Log 

System log Secure Boot variable events (most useful 

signals observed): 

• 1808 → success / device updated (certs applied 

to firmware) 

• 1801 → not applied / blocked 

• 1795 → firmware handoff error 

(plamorm/firmware problem) 
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What to monitor: Registry keys 

Trigger/progress driver 

HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot 

• AvailableUpdates 

o 0x0 → nothing being performed 

o 0x5944 → deploy all needed certs + boot 

manager update (full rollout trigger) 
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Status / errors 

HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing 

• UEFICA2023Status 

o NotStarted → update hasn’t run 

o InProgress → update running 

o Updated → update completed 

• UEFICA2023Error → error code 

• UEFICA2023ErrorEvent → event ID 
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A PowerShell status collector (custom) 

Made by my friend André to monitor the status of 

your infrastructure from the perspec2ve of Secure 

Boot cer2ficates update process. 

The script is available for download as part of this 

document. 

h"ps://academy.horizon-secured.com/p/secure-boot-cer9ficates-update-field-notes 
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MicrosoB’s sample script that writes to a file share 

This script is made by MicrosoQ and it should help 

you to long-term monitor the status. It can store 

results to a file-share in .json format. 

 

 

 

 

 

 

 

 

 

You can download it here: 
h"ps://support.microso/.com/en-us/topic/sample-secure-boot-inventory-data-

collec9on-script-d02971d2-d4b5-42c9-b58a-8527f0ffa30b 
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For the monitoring & automa2on part I highly 

recommend recent ar2cle from MicrosoB: 

• h"ps://support.microso/.com/en-gb/topic/sample-secure-boot-e2e-automa9on-

guide-f850b329-9a6e-40d1-823a-0925c965b8a0 

Other links:  

• h"ps://knowledge.broadcom.com/external/ar9cle/423919#disk_prepara9on 

• h"ps://knowledge.broadcom.com/external/ar9cle/423919 

• h"ps://knowledge.broadcom.com/external/ar9cle/423893 

• h"ps://support.microso/.com/en-us/topic/secure-boot-cer9ficate-updates-

guidance-for-it-professionals-and-organiza9ons-e2b43f9f-b424-42df-bc6a-

8476db65ab2f 

• h"ps://techcommunity.microso/.com/blog/windows-itpro-blog/secure-boot-

playbook-for-cer9ficates-expiring-in-2026/4469235 

• h"ps://techcommunity.microso/.com/blog/windowsservernewsandbestprac9ces

/windows-server-secure-boot-playbook-for-cer9ficates-expiring-in-

2026/4495789#community-4495789-_step3 

• h"ps://support.microso/.com/en-us/topic/registry-key-updates-for-secure-boot-

windows-devices-with-it-managed-updates-a7be69c9-4634-42e1-9ca1-

df06f43f360d 
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345 Enjoyed This Resource? 

I share real-world tac2cs for securing Windows 

infrastructure and Ac2ve Directory — no fluff, just 

what works. 

Grab More Free Content: 

6789:; CyberSec Sunday NewsleRer 

Get a curated digest of the week’s most important 

cybersecurity news, tools, and developments—all 

with my own insights. 

<= hLps://horizon-secured.com/newsleLer/ 

 

>?@ABCDEFGHI Free Windows Security Resources 

A growing collec2on of security guides, courses, tools 
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