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Secure Boot 2026 certificate update

Field notes

Agenda:

Initiating the update
VMware complications and recovery paths

Manual enrollment

.

Monitoring and reporting

For more details ‘



This document summarizes how | approached updating
Secure Boot certificates for the 2011 - 2023 transition
(expiring starting June 2026) in an IT-managed
environment, with a focus on Windows Server and a
VMware VM scenario where the process can fail at the
KEK step. It’s written as field notes from troubleshooting,

not as an official vendor playbook.

Many Windows client devices may update
automatically depending on Microsoft rollout logic /

“confidence buckets”.

Windows Server requires manual initiation (you
typically need to trigger deployment using GPO, registry,
or WinCS).
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1 — Initiating the update on Windows Server
Check prerequisites:

e Secure Boot enabled
e Make sure the server is reasonably up to date

e Scheduled task exists
o \Microsoft\Windows\PI\Secure-Boot-
Update

You can use this script from Microsoft:

https://support.microsoft.com/en-us/topic/sample-secure-boot-inventory-data-

collection-script-d02971d2-d4b5-42c9-b58a-8527f0ffa30b

PS C:\Windows\system32> C:\Users\tO-dhorak\Desktop\Detect-SecureBootCertUpdateStatus.psl
Hostname: TO-AHOLl

Collection Time: 03/01/2026 16:55:43

Secure Boot Enabled: True

High Confidence Opt Out: Not Set

Microsoft Update Managed Opt In: Not Set

Available Updates: 0xO0

Available Updates Policy: Not Set

windows UEFI CA 2023 Status: NotStarted

UEFI CA 2023 Error: None

UEFI CA 2023 Error Event: Not Available

OEM Manufacturer Name: VMware, Inc.

WARNING: OEMModelSystemFamily registry key not found or inaccessible
OEM Model System Family: Not Available

OEM Model Number: VMware7,1l

Firmware Version: VMW71.00Vv.21100432.B64.2301110304
Firmware Release Date: 01/11/2023

0S Architecture: AMD64

Can Attempt Update After: 10/21/2025 22:21:26
Latest Event ID: 1801

Bucket ID: d23cb67dc3822dcd55f3389eld18ef1d7106588149c6c8c8d2T98FTF80600e0d8
Confidence: UpdateType:

Event 1801 Count: 7

Event 1808 Count: O

Update not complete - checking for error events...
0S Version: 10.0.20348

Last Boot Time: 01/14/2026 23:32:55

Baseboard Manufacturer: Intel Corporation

Baseboard Product: 440BX Desktop Reference Platform
SecureBoot Update Task: Ready (Enabled: True)

zinCS Key F33EQC8E002: Applied
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Event log quick baseline

Check System log for Secure Boot variable events:

e 1808 — Certificates successfully applied
e 1801 — Certificates not applied to firmware

e 1796 — Unexpected error during update step

In my first pass | saw 1801, meaning the certificates

had not been applied to firmware.

Event 1801, TPM-WMI X

General Details

Updated Secure Boot certificates are available on this device but have not yet been applied to the firmware. Review the published quidance to
complete the update and maintain full protection. This device signature information is included here.

DeviceAttributes: BaseBoardManufacturer:Intel Corporation;FirmwareManufacturer:VMware,
Inc.;FirmwareVersion:VMW71.00V.21100432.864.2301110304; OEMModelNumber:VMware7,1;0OEMModelBaseBoard:440BX Desktop Reference
Platform;OEMModelSystem Family:; OEMManufacturerName:VMware, Inc.;OEMModelSKU:;OSArchitecture:amd64;

Bucketld: d23cb67dc3822dcd55f338%1d 18ef1d7106588149¢6c8c8d2f98ff80600e0d8

BucketConfidencelLevel:

UpdateType: 0

For more information, please see https://qo.microsoft.com/fwlink/?linkid=2301018.
Log Name: System
Source: TPM-WMI Logged: 24.11.2025 11:18:36
Event ID: 1801 Task Category: None
Level: Error Keywords:

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing

v SecureBoot A || Name Type Data
RestartRequiredForVSM ab|(Default) REG_SZ (value not set)
RestartRequiredForVSMBFSVCAI ab|BucketHash REG_SZ d23cb67dc3822dcd55f338
SBAT ab|Confidencelevel REG_SZ
Servicing ab| UEFICA2023Status REG_SZ NotStarted
State %4\ WindowsUEFICA... REG_DWORD 0x00000000 (0)
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Trigger deployment using GPO

Ensure your central store has updated ADMX/ADML if

needed (I was missing SecureBoot.admx initially)

« Policies » PolicyDefinitions v DO O Search Policyl

Name Date modified

17.10.2025 21:04
11.10.2025 22:47

searchocr.admx

SecureBoot.admx

Enable Secure Boot Certificate Deployment

e Run gpupdate /force (or wait for refresh)

& Enable Secure Boot Certificate Deployment

E} Enable Secure Boot Certificate Deployment Next Setting
O Not Configured ~ Comment:

(®) Enabled

(O Disabled

Supported on: At least Windows Server 2012, Windows 8 or Windows RT
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Registry changes appeared:

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing

ScsiPort A || Name Type Data
v SecureBoot ab|(Default) REG_SZ (value not set)

SBAT ab|BucketHash REG_SZ d23cb67dc3822dcd55f3389¢1d18ef1d710658814...
Servicing ab|Confidencelevel ~REG_SZ
State %8| UEFICA2023Error  REG_DWORD 0x800703e6 (2147943398)

SecurePipeServ || o) UEFICA2023Error... REG_DWORD 0x00000704 (1796)

SecurityProvide || a8) yEriCA20235tatus REG_SZ InProgress

Server Applicati || ew)\yindowsUEFICA.. REG DWORD 0x00000002 (2)

ServiceAaareae

The task runs after reboot and periodically

(commonly observed as ~12h cadence).

e For testing, you can manually trigger:

e \Microsoft\Windows\PI\Secure-Boot-Update

General Triggers Actions Conditions Settings History
Name: Secure-Boot-Update

Location: \Microsoft\Windows\P!
Author: Microsoft Corporation

Description: | This task updates the Secure Boot variables.

After triggering, the process requested a reboot.
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After reboot | hit:

e Event 1796
e Step: KEK 2023

e Error: Invalid access to memory location

{g’] Event Properties - Event 1796, TPM-WMI X

General Details

The Secure Boot update failed to update KEK 2023 with error Invalid access to memory location..

For more information, please see https://qgo.microsoft.com/fwlink/2linkid=2169931
=

Log Name: System 1
Source: PM-WMI Logged: 01.03.2026 17:34:59 r
Event ID: 1796 Task Category: None

Level: Error Keywords:

If everything goes well, you end at Event 1808. In this

VMware VM case, the KEK step blocked progress.
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2 — VMware complications and recovery paths

Some Secure Boot update failures in VMware VMs
require remediation at the VM firmware / UEFI

Secure Boot variable layer, not just inside Windows.

NVRAM reset attempt and boot failure

| found guidance and community discussion
suggesting that for some older VMs, you can solve
missing 2023 Secure Boot variables by upgrading VM
compatibility and regenerating the VM’s NVRAM

(.nvram).

Compatibility ESXi 7.0 U2 and later (VM version 19)

VMware® vSphere® | vSphere Client version 8.0.3.00000
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In my demo (ESXi 8.0.2, VM already at highest

compatible hardware version), | removed the NVRAM

anyway.

NEW FOLDER UPLOAD FILES UPLOAD FOLDER

L Name Y Size Y Modified Y Type Y

[ ] O TO-AHO1-1f329¢cb9.hlog 0.74 KB 05/06/2025, 1:41:09 PM File

[ ] [ TO-AHOl.nvram 264.49 KB 03/05/2026, 11:54:00 AM Non-volatile
Memory File

] & TO-AHO1l.vmdk 59,812,148 KB 03/01/2026, 7:10:13 PM Virtual Disk

o N N NI V- SR oD O OO IoOAr. 1. 44,00 D)4 =T

That was a bad bet: the VM stopped booting

Boot Manager

EFI Virtual disk (0.0)
EFI UMuware Uirtual SATA CDROM Drive (0.0)
EFI Network

Safer rule: if you do anything NVRAM-related, prefer
rename over delete and test on non-critical systems

first.
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Recovering the VM boot (UEFI repair)
To recover boot, | used:

e UEFI - Boot from a file & (select volume) - EFI

- Microsoft - Boot - SecureBootRecovery.efi

<zh-TW>
{Fonts>
<{Resources>
nemtest .efi

bootngfuw.efi
bootmngr .efi

Tl=Move Highlight {Enter>=Select Entry Esc=Exit

That repaired UEFI boot configuration and let the VM

boot again. After recovery, the state was effectively:

e Secure Boot enabled
e DB updates appeared fine

e KEK step still failing / missing

At that point | accepted that the path forward would
require manual enrollment of the relevant Secure

Boot variable.
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3 — Manual enrollment of Secure Boot variables

in VMware UEFI

This is the “manual time” path used when Windows
cannot complete Secure Boot variable updates due to
platform restrictions. Broadcom documents a method
that enables Secure Boot configuration Ul in VM UEFI;
their examples focus on PK, but in my case | needed

KEK.

Prepare certificates

Download the required Microsoft certificates (DER
files).

bjects /| KEK | Certificates /| (O

,,u. Flickdm Reorganizing Secure Boot Repo (#84) oo

[ MicCorKEKCA2011_2011-06-24.der

[ microsoft corporation kek 2k ca 2023.der
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Attach a small disk to the VM and copy the

certificates there (FAT32 is convenient).

= Disk 1 ]

Basic SECUREBOOT
1008 MB 1006 MB FAT32
Online Healthy (Primary Partition)

Enable UEFI Secure Boot configuration Ul

To make the option available we need to follow

following steps:

e Power off the VM.

e Set advanced parameter:

e uefi.allowAuthBypass = "TRUE"

e Boot into UEFI - Secure Boot Configuration

becomes available
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In UEFI Secure Boot Configuration:

e Choose the variable to update: PK / KEK / DB/
DBX

e Enroll the correct certificate file from the
attached disk

e Save/commit changes

Enroll KEK

Enroll KEK Using File

nicrosoft corporation kek 2k ca 2023.der

Discard Changes and Exit

Important: Don’t blindly follow PK-only instructions if
your failure is KEK. Enroll what your error indicates is

missing/blocked (in my case: KEK).
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Clean up and complete

e Remove uefi.allowAuthBypass after the
enrollment

e Boot back into Windows

e Re-run the Secure Boot update task

(\Microsoft\Windows\PI\Secure-Boot-Update)

i

Event Properties - Event 1808, TPM-WMI X

General Details

This device has updated Secure Boot CA/keys. This device signature information is included here.
DeviceAttributes: BaseBoardManufacturer:Intel Corporation;FirmwareManufacturer:VMware,
Inc.;FirmwareVersion: VMW71.00V.21100432.864.2301110304; OEMModelNumber:VMware7, 1; OEM
ModelBaseBoard:440BX Desktop Reference

Platform;OEMModelSystemFamily:; OEMManufacturerName:VMware,

Inc.;OEMModelSKU:; OSArchitecture:amd6d;

Bucketld: d23cb67dc3822dcd55f3389e1d18ef1d7106588149c6c8c8d2f98ff80600e0d8
BucketConfidencelevel:

UpdateType: Windows UEFI CA 2023 (DB), Option ROM CA 2023 (DB), 3P UEFI CA 2023 (DB), KEK
2023, Boot Manager (2023)

For more information, please see https://go.microsoft.com/fwlink/?linkid=2301018.

&
w
m
B Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing
viceGuard A || Name Type Data
vicePanels ab| (Default) REG_SZ (value not set)
VQS“'E’Y, ab| BucketHash REG_SZ d23cb67dc3822dcd55f3389¢1d18f1d7106588149¢...
‘IEL:‘::;V ab| ConfidenceL evel REG_SZ
lylau
Y 5| UEFICA2023ErrorEvent REG_DWORD 0x00000000 (0)
ata ab| UEFICA2023Status REG_SZ Updated
stureManagement #o| WindowsUEFICA2023Capa... REG_DWORD 0x00000000 (0)
=System

HORIZON
—SECURED —

LinkedIn | X




4 — Monitoring and reporting

Because outcomes vary by
hardware/firmware/virtualization history, central

monitoring is crucial.

Monitoring approaches (choose your own)
Examples that work in real environments:

e Manual checks (small estates only)

e PowerShell checks (local or remote)

e Startup script / scheduled task

e |nventory tooling (ConfigMgr/Intune equivalents,

custom compliance, etc.)

In my demo | used:

e A PowerShell status collector (custom)

e Microsoft’s sample script that writes to a file

share (+ GPO)
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What to monitor:

Event Log

System log Secure Boot variable events (most useful

signals observed):

e 1808 - success / device updated (certs applied

to firmware)
e 1801 - not applied / blocked
e 1795 - firmware handoff erro

(platform/firmware problem)

r

{d] Event Properties - Event 1808, TPM-WMI

General Details

DeviceAttributes: BaseBoardManufacturer:Intel Corporation;FirmwareManufacturerVMware,
Inc.;FirmwareVersion:VMW71.00V.21100432.B64. 2301110304 OEMModelNumber:VMware7.1:0OEM
ModelBaseBoard:440BX Desktop Reference Event Properties - Event 1801, TPM-WMI
Platform;OEMModelSystemFamily:; OEMManufactul
Inc.;OEMModelSKU:; OSArchitecture:amd64;
Bucketld: d23cb67dc3822dcd55f3389e1d18ef1d7106)
BucketConfidencelevel:

General Details

This device has updated Secure Boot CA/keys. This device signature information is included here.

UpdateType: Windows UEFI CA 2023 (DB), Option R§ Secgre Boot certjficates have been updated but are not yet applied to the devic.e firmu(are. -
2023, Boot Manager (2023) Review the published guidance to complete the update and ensure full protection. This device
F inf gt' | hitos:// I signature information is included here.
oF more information, please see hitps://g c‘mu_rc_-cl DeviceAttributes: FirmwareManufacturer:Microsoft Corporation;FirmwareVersion:Hyper-V UEFI
Release v4.1;0EMModelNumber:Virtual Machine;OEMManufacturerName:Microsoft
' Corporation;OSArchitecture:amd64;
! Bucketld: 4e22d051e8c143d2875b9d16ef2241c7ec548985a21e5073126d3c1f9bf53bb2
| BucketConfidencelevel: Under Observation - More Data Needed
| lIndateTune v
! LogName:  System
' Source: TPM-WMI Logged: 3/15/2026 3:42:58 PM
Event ID: 1801 Task Category: None
Level: Error Keywords:
{4] Event Properties - Event 1796, TPM-WMI| X |uter: AD-AHO01.ad.horizon-secured.com
General Details
The Secure Boot update failed to update KEK 2023 with error Invalid access to memory location..
For more information, please see https://go.microsoft.com/fwlink/?linkid=216993 Close
F
Log Name: System $
Source: PM-WMI Logged: 01.03.2026 17:34:59
Event ID: Task Category: None
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What to monitor: Registry keys

Trigge r/p rogress driver

HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot

e AvailableUpdates

o 0x0 = nothing being performed

o 0x5944 - deploy all needed certs + boot

manager update (full rollout trigger)

[ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot

v
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SecureBoot
RestartRequiredForVSM
RestartRequiredForVSMBFSVCAI
SBAT
Servicing
State

A

Name

ab|(Default)

#s| AvailableUpdates

#9| AvailableUpdatesPolicy
#s|HighConfidenceOptOut

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not set)
0x00000000 (0)
0x00005944 (22852)
0x00000001 (1)
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Status / errors

HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing

e UEFICA2023Status
o NotStarted - update hasn’t run
o InProgress - update running
o Updated - update completed

e UEFICA2023Error - error code

o UEFICA2023ErrorEvent » event ID

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing

ScsiPort A || Name Type Data
v = SecureBoot ab|(Default) REG_SZ (value not set)

SBAT ab|BucketHash REG_SZ d23cb67dc3822dcd55f3389e1d18ef1d710658814...
Servicing ab|Confidencelevel REG SZ
State #%|UEFICA2023Error  REG_DWORD 0x800703e6 (2147943398)

SecurePipeServ || o) EFICA2023Error... REG_DWORD 0x00000704 (1796)

SecurityProvide || 28] gFICA2023Status REG_SZ InProgress

Server Applicati |/ eu\vindowsUEFICA.. REG_DWORD 0x00000002 (2)

ServiceAaareaz
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A PowerShell status collector (custom)

Made by my friend André to monitor the status of
your infrastructure from the perspective of Secure

Boot certificates update process.

EJ Administrator: Windows PowerShell ISE -
File Edit View Tools Debug Add-ons Help

O & H & 0 » P B | = | 8 | Boo | & m®.
Get-SecureBootCertificatelnfo.ps1 X

1 ElFunction Get-SecureBootCertificateInfo{
= <#
.SYNOPSIS
Retrieves Secure Boot, VBS, and UEFI bootloader certificate info

.DESCRIPTION

Tha rat+_CarninAaDAantCantiFira+raTnfFa Fiincraian Aanarianc Whandawe ~amnn

2
3
4
5
6

PS C:\Windows\system32> Get-SecureBootCertificateInfo -Servers | Out-GridView

i B Get-SecureBootCertificatelnfo -Servers | Out-GridView = m} X
PSComputerName l SecureBootEnabled | VBSStatus AvailableUpdates | AvailableUpdatesMeaning UEFICA2023Status | IsBootloader2023CertPresent | IsKEK2023Present
AD-DCO1 True Enabled and Running 0x0 No pending Secure Boot updates NotStarted True True
AD-UTILO1 True Enabled and Running 0x0 No pending Secure Boot updates NotStarted True True
AD-FSO1 True Enabled and Running 0x0 No pending Secure Boot updates NotStarted True True
AD-SYS01 True Enabled and Running 0x0 No pending Secure Boot updates NotStarted True True
AD-AHO1 True Enabled and Running 0x4000 Only apply if UEFI CA 2011 alre... Updated True True

The script is available for download as part of this

document.

https://academy.horizon-secured.com/p/secure-boot-certificates-update-field-notes
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Microsoft’s sample script that writes to a file share

This script is made by Microsoft and it should help
you to long-term monitor the status. It can store

results to a file-share in .json format.

Secure Boot Certificate Update Monitoring

Scope Details

Settings Delegation

General

Details

HORIZON
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Secure Boot Certificate Update Monitoring
Data collected on: 3/15/2026 5:43:20 PM

Detect-SecureBootCertUpdateStatus.ps1 X

Scripts 37 LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR|
Statup 38 OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE
39 SOFTWARE.
. . . 40 #>
For this GPO, Script order: Not configured 41 Siparam(
Name 42 [Pa eter(Mandatory = $false)]
43 [string]$outputPath = "\\AD-UTILOl\SecureBootStats"
Detect-SecureBootCert Update Status ps1 44
45

46 # Download URL: https://aka.ms/getsecureboot -> "Deploym
47 # Note: This script runs on endpoints to collect Secure

—. SecureBootStats X e
v
< T C @ > Network > ad-utilol > SecureBootStats
® New ™ Sort = View
Name a Date modified Type
&l Desktop [ 1) AD-AHO1 latestjson 3/15/2026 5:47 PM JSON File
L Downloads # | 2 | AD-DCO1_latest.json 3/15/2026 5:47 PM JSON File
7| AD-UTILO1_latest.json 3/15/2026 5:41 PM JSON File

= Documents

You can download it here:

https://support.microsoft.com/en-us/topic/sample-secure-boot-inventory-data-

collection-script-d02971d2-d4b5-42c9-b58a-8527f0ffa30b
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For the monitoring & automation part | highly

recommend recent article from Microsoft:

https://support.microsoft.com/en-gh/topic/sample-secure-boot-e2e-automation-

guide-f850b329-9a6e-40d1-823a-0925¢965b8a0

Other links:

https://knowledge.broadcom.com/external/article/423919#disk preparation

https://knowledge.broadcom.com/external/article/423919

https://knowledge.broadcom.com/external/article/423893

https://support.microsoft.com/en-us/topic/secure-boot-certificate-updates-

guidance-for-it-professionals-and-organizations-e2b43f9f-b424-42df-bc6a-

8476db65ab2f

https://techcommunity.microsoft.com/blog/windows-itpro-blog/secure-boot-

playbook-for-certificates-expiring-in-2026/4469235

https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices

/windows-server-secure-boot-playbook-for-certificates-expiring-in-

2026/4495789#community-4495789- step3

https://support.microsoft.com/en-us/topic/registry-key-updates-for-secure-boot-

windows-devices-with-it-managed-updates-a7be69c9-4634-42e1-9cal-

df06f43f360d
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+ Enjoyed This Resource?

| share real-world tactics for securing Windows
infrastructure and Active Directory — no fluff, just

what works.
Grab More Free Content:

¥+ CyberSec Sunday Newsletter
Get a curated digest of the week’s most important
cybersecurity news, tools, and developments—all
with my own insights.

https://horizon-secured.com/newsletter/

2y Free Windows Security Resources
A growing collection of security guides, courses, tools
and more !

https://academy.horizon-secured.com/
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