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This document provides prescriptive, step-by-step 

guidance for creating, securing, monitoring, and 

maintaining break-glass accounts (emergency access 

accounts) in Microsoft Entra ID. These accounts are a 

last-resort mechanism reserved for scenarios where 

normal administrative access is unavailable — such as 

a misconfigured Conditional Access policy, an MFA 

provider outage, or a compromised admin account. 

Guidance is aligned with Microsoft’s Secure Future 

Initiative (SFI) requirements that took effect in 2025. 
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1 — Naming 

Use clear, descriptive names so SOC and 

administrative teams can identify the accounts 

immediately. Security through obscurity provides no 

real protection. 

Requirements: 

• Use the tenant’s default onmicrosoft.com 

domain —Custom domains depend on external 

DNS; onmicrosoft.com is always resolvable 

• Use a consistent, descriptive prefix: BreakGlass, 

EmergencyAccess, or EnvelopeAccount 

• Create at least two accounts 

• Do NOT associate the account with any real 

person 

Example UPNs: 

• BreakGlass01@contoso.onmicrosoft.com 

• BreakGlass02@contoso.onmicrosoft.com 
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2 — Permissions 

Break-glass accounts must always be accessible, 

regardless of PIM, network conditions, or 

authentication service availability. 

• Assign the Global Administrator role directly to 

each account as a permanent, active assignment 

— never eligible, time-limited, or dependent on 

an activation workflow 

• Include these accounts in the total Global 

Administrator count. Microsoft recommends a 

maximum of five Global Administrators per 

tenant 

• Do not use these accounts for any role other 

than Global Administrator and never for day-to-

day operations 
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3 — Role-Assignable Security Group 

Placing break-glass accounts in a dedicated role-

assignable security group provides a single control 

point for Conditional Access exclusions, 

Authentication Strength policies, and passkey 

AAGUID scoping. 

Create the group: 

• In Entra admin center, go to Groups → New 

Group 

• Group type: Security 

• Name: Entra-Security-User-BreakGlassAccounts 

• Enable “Microsoft Entra roles can be assigned to 

the group”: Yes 

• Add both break-glass user accounts as members. 

Do not add service principals or other accounts 
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• Only a Privileged Role Administrator (or RMAU-

scoped admin) should be able to modify group 

membership 

• Verify no Owner is set on the group 
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4 — Custom Break-glass Administrator role 

(Optional) 

I like to go a bit further and create a custom role just 

for the management of the Break-glass accounts. This 

adds a bit of complexity to the whole setup but is well 

worth it in the long term, namely easier monitoring of 

requests for the role, specific PIM requirements, etc. 

Create a custom role: 

• In Entra admin center, go to Roles & admins → 

+New custom role 

• Name: Break-glass Account Administrator 
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• Choose these permissions: 

Permission Description 

microsoft.directory/devices/registeredUsers/read Read registered users of devices 

microsoft.directory/devices/registeredUsers/update Update registered users of devices 

microsoft.directory/users/appRoleAssignments/read Read application role assignments for users 

microsoft.directory/users/assignLicense Manage user licenses 

microsoft.directory/users/basic/update Update basic properties on users 

microsoft.directory/users/contactInfo/update Update contact properties on users 

microsoft.directory/users/deviceForResourceAccount/read Read deviceForResourceAccount of users 

microsoft.directory/users/directReports/read Read the direct reports for users 

microsoft.directory/users/extensionProperties/update Update extension properties of users 

microsoft.directory/users/identities/read Read identities of users 

microsoft.directory/users/jobInfo/update Update job information of users 

microsoft.directory/users/licenseDetails/read Read license details of users 

microsoft.directory/users/manager/read Read manager of users 

microsoft.directory/users/manager/update Update manager for users 

microsoft.directory/users/memberOf/read Read the group memberships of users 

microsoft.directory/users/ownedDevices/read Read owned devices of users 

microsoft.directory/users/parentalControls/update Update parental controls of users 

microsoft.directory/users/passwordPolicies/update Update password policies of users 

microsoft.directory/users/registeredDevices/read Read registered devices of users 

microsoft.directory/users/reprocessLicenseAssignment Reprocess license assignments for users 

microsoft.directory/users/reprocessLicenseAssignment Reprocess license assignments for users 

microsoft.directory/users/scopedRoleMemberOf/read 
Read user's membership of a Microsoft 
Entra role, that is scoped to an 
administrative unit 

microsoft.directory/users/sponsors/read Read sponsors of users 

microsoft.directory/users/sponsors/update Update sponsors of users 
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microsoft.directory/users/standard/read Read basic properties on users 

microsoft.directory/users/usageLocation/update Update usage location of users 

 

• Go to Privileged Identity Management → 

Microsoft Entra roles → Roles 

• Choose the role Break-glass Account 

Administrator 

• Choose Role settings and then Edit 

• Edit Activation settings: 

o Activation maximum duration (hours) : 1 

hour 

o On activation, require: Azure MFA 

o Require justification on activation: True 

o Require approval to activate: True 

o Click „Select approver(s)“ and select group 

of approvers designated to start the 

emergency access process 
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• Click Next and edit Assignment settings: 

o Allow permanent eligible assignment: True 

o Allow permanent assignment after: False 

o Expire active assignments after: 15 days 
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o Require Azure Multi-Factor Authentication 

on active assignment: True 

o Require justification on active assignment: 

True 

 

• Set Notification settings as preferred 
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5 — Restricted Management Administrative Unit 

(RMAU) 

An RMAU prevents anyone — including Global 

Administrators — from modifying the protected 

objects unless explicitly scoped as an administrator of 

said RMAU. This is the strongest available protection 

for break-glass accounts and the group that was just 

created. 

Setup steps: 

• In Entra admin center, go to Roles & admins → 

Admin units → +Add 

• Name: Break-glass Admin unit 

• Set “Restricted management administrative 
unit”: Yes  
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• (Optional step) At the Assign roles page, choose 

the role that was just created called “Break-glass 

Account Administrator” 

o Assign administrators that, if they have this 

role, can manage Break-glass accounts 

• Or choose only the minimum required 

administrators (e.g., two trusted Global Admins) 

as scoped RMAU administrators 
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• Click Create 

• Add both break-glass accounts and the role-

assignable group to the RMAU 

• Validate: attempt to modify a break-glass 

account with an account that is NOT an RMAU 

admin. Confirm the operation is blocked 
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6 — Authentication Methods 

With Microsoft’s Secure Future Initiative (SFI), admin 

portals and CLI tools now require MFA. The old 

pattern of a GA account excluded from all MFA no 

longer satisfies baseline requirements. It is 

recommended to use phishing-resistant 

authentication for Break-glass accounts. 

Recommended: FIDO2 Passkeys (device-bound) 

• Register two or more FIDO2 hardware security 

keys (e.g., YubiKey 5 series) per break-glass 

account. 

o (Optional) Use AAGUIDs in the 

Authentication Methods policy to restrict 

passkeys to approved hardware models only 

• Store one key in a primary secure location (e.g. 

primary safe) 

• Store the second in a geographically separate 

secure location (e.g. off-site safe or bank vault) 
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Alternative: Certificate-Based Authentication (CBA) 

• Use a certificate stored on a smartcard, hardware 

token or even the FIDO2 security key 

• The issuing CA must be on-premises or in a PKI 

independent of the M365 tenant. Ensure the 

certificate does not expire before the next 

scheduled validation 

⚠ Do NOT use Microsoft Authenticator or TOTP 

codes as the sole authentication method. These 

depend on a personal device and a functional 

internet connection — both may be unavailable 

during an emergency. 

  



 

 

 

 
   LinkedIn | X 

 

7 — Conditional Access Configuration 

Exclude from all existing CA policies: 

• Open every existing CA policy and add the break-

glass group to the Exclude users list 

• Document each excluded policy in the break-

glass runbook 

Create a dedicated Break-Glass CA policy: 

• Assignments → Users: Include the break-glass 

group only. Cloud apps: All resources 

• Grant: Require authentication strength → select 

“Phishing-Resistant – Break Glass” custom 

strength (FIDO2 with AAGUID restrictions) 

• Session: Sign-in frequency → Every sign-in. No 

persistent browser session. This ensures every 

use is a fresh authentication event 

• No location restriction and no sign-in risk filter 

⚠ Do NOT require compliant device or Hybrid Azure 

AD join.  
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8 — Monitoring & Alerting 

Any sign-in by a break-glass account is a high-severity 

security event. Immediate alerting is non-negotiable. 

This can be done either by using Log Analytics 

workspace or SIEM. Below are the steps outlining the 

setup via Log Analytics. 

Setup Log Analytics: 

• In the Entra admin center, go to Monitoring & 

Health → Diagnostic Settings → +Add diagnostic 

setting 

• Name: Break-glass diagnostic settings 

• Select: SignInLogs, AuditLogs, RiskyUsers. 

Destination: Log Analytics Workspace 

Setup Azure Monitor: 

• In Azure portal, go to Log Analytics workspaces 

and choose the correct workspace 

• Click Alerts → +Create Alert rule 
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• Under Condition, select Add and then select 
Custom log search under Signal name 

• Under Search query, use the query below: 

// Search for multiple Object IDs (UserIds) 

SigninLogs 

| project UserId  

| where UserId == "00aa00aa-bb11-cc22-dd33-44ee44ee44ee" or UserId 
== "11bb11bb-cc22-dd33-ee44-55ff55ff55ff" 

 

• Under Alert logic, enter the following: 

o Operator: Greater than 

o Treshold value: 0 

o Frequency of evaluation: 5 minutes 

 

• Under Actions, create an action group or use 

Quick actions (preview) to send a notification. 
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• In Details, I recommend choosing the 0 – Critical 
severity 

 

• Under Advanced options, verify that the “Enable 

upon creation” is selected. 
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9 — Operational Procedures 

Storing credentials: 

• Store the passphrase/PIN and hardware key(s) in 

a physical safe on-premises, in a tamper-evident 

envelope. Store a second set in a geographically 

separate, secure location (e.g., off-site safe or 

bank vault). 

• Do NOT store credentials in a password manager, 

shared drive, or cloud storage. 

• Restrict access to the fewest possible named 

individuals (recommended: two security officers 

or C-level executives). Log every access to the 

physical storage location. 

Testing: 

• Test both accounts at least once per month from 

a clean, trusted device. Validate that sign-in 

succeeds end-to-end and that the monitoring 

alert fires within 5 minutes. 
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• After each test, sign out and confirm there is no 

active session remaining. Document all test 

results (date, tester, outcome, anomalies). 

Credential rotation: 

• Rotate FIDO2 key registrations every 90 days and 

immediately after any actual use of a break-glass 

account. 

• Re-seal the tamper-evident envelope after 

rotation and verify that old credentials no longer 

work. 

Documentation & training: 

• Maintain an offline runbook documenting: 

account UPNs, key storage locations, escalation 

contacts, step-by-step sign-in procedure, and 

post-incident actions. 

• Include break-glass procedures in the Incident 
Response Plan. Train all relevant personnel at 
least annually. Run tabletop exercises simulating 
a full lockout scenario.  
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Resources used: 

• h"ps://learn.microso1.com/en-us/entra/iden6ty/role-based-access-control/security-

emergency-access 

• h"ps://www.chanceofsecurity.com/post/break-glass-accounts-done-right-securing-

emergency-access-in-microso1-entra 

• h"ps://www.chanceofsecurity.com/post/break-glass-accounts-done-right-securing-

emergency-access-in-microso1-entra 

• h,ps://learn.microso8.com/en-us/entra/iden<ty/role-based-access-

control/admin-units-restricted-management 

•  
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!"# Enjoyed This Resource? 

I share real-world tacics for securing Windows 

infrastructure, Acive Directory and Microsoj 365 

environments — no fluff, just what works. 

Grab More Free Content: 

$%&'() CyberSec Sunday Newsle`er 

Get a curated digest of the week’s most important 

cybersecurity news, tools, and developments—all 

with my own insights. 

*+ hmps://horizon-secured.com/newslemer/ 

 

,-./01234567 Free Resources 

A growing collecion of security guides, courses, tools 

and more ! 

*+ hmps://academy.horizon-secured.com/ 


